Be informed before making

Learn to recognize the most common types of cybercrimes
and scams to avoid becoming a victim. Protect yourself and your money!
REAL ESTATE TRANSACTIONS:
The most common fraud with real estate transactions is the monitoring and eventual takeover of a Buyer, Real Estate Agent, Broker, or Title Company
email account. Just before closing, a hacker will take over the account and push for urgent changes in down payment details. Look for minor changes
in language, spoofed or similar email addresses, urgency, warnings not to use alternate contact methods, change in payment from cashier’s check
to wire, etc. Before sending any money, especially if details have changed, follow up verbally with all parties of the sale to confirm the details of the
change.
ONLINE LENDING SCAMS:
Have you recently applied for a loan over email, chat, website, or social media? The person assisting you with this process may ask you for your
online banking or mobile banking credentials or other account information so they may make a “test deposit” into your account before sending the
full amount. The scammer may also deposit an excess and ask you to return the overage via wire or gift cards. No credible financial organization is
going to ask for access to your online banking or mobile banking accounts.
INTERNET ROMANCE / FRIENDSHIP:
Did you meet someone on social media or a dating website? Over weeks or months, do you feel yourself growing closer? Did you make plans to
meet in person, but, for your new love, something always comes up? Then you get an urgent request. There’s an emergency (a medical problem or
a business crisis, perhaps), and your online companion needs you to wire money quickly. He or she will promise to pay it back, but that will never
happen. Instead, the scammer will keep asking for more until you finally realize you’ve been had. They are good at what they do, making you doubt
your suspicions.
GRANDCHILD ARRESTED / TRAPPED:
Scammers may pose as relatives or friends, calling or sending messages to urge you to wire money immediately. They will say they need cash to
help with an emergency like needing bail money to get out of jail, paying a hospital bill, or needing to leave a foreign country. Their goal is to trick
you into sending money before you realize it’s a scam. They may use information found on social media accounts to convince you.
ACCOUNT ERROR OR DEPOSIT ERROR:
Did you receive a call informing you that there is an error with a deposit or other transaction on your account? Hackers may have gained access to
your online account through your own computer. In some cases, they will transfer money from a savings account to your checking account in order
to convince you money has been deposited in error. They will in form you to send the money back through a wire or money cards, asking you not to
involve your own bank, and threatening legal action if things get complicated. Verify the transaction with your bank with a phone call before you
send a wire or money. Be honest with us about the intent of the transaction so we can protect you from falling victim to this scam.
PC, LAPTOP, OTHER DEVICE MESSAGE:
Did you receive a pop-up message on your personal device informing you to call a phone number? The caller may claim to be from Microsoft, an
antivirus company, your internet service provider, or law enforcement. The scammer will try to convince you to visit a website which gives them access
to your computer. The scammer may have accessed your online banking or may tell you that you must send them money for fixing your computer.
You need to change your online banking credentials immediately, have your device inspected by a trusted professional and do not send money.
SHARED LOGIN INFO:
Did you give your online banking or mobile banking credentials to a friend, family member or someone you met online or on a phone call? If you
did, you have given this person complete access to your funds and they can conduct transactions without your knowledge. Change your credentials
immediately and do not share them in the future.
IRS OR OTHER GOVERNMENT AGENCY:
Did you receive an email or phone call from someone claiming to be from the IRS, Treasury Department or other government agency? If you have
been told there is a problem with your taxes, social security, stimulus check, or other government payment and then asked to rectify it by sending the
money back, it is a scam. These agencies do not use email or phone correspondence but send official letters about such issues.
WIRE REQUEST FROM BOSS / CEO:
Did you receive an email from someone claiming to be your boss or CEO instructing you to urgently send a wire? Did the “boss” or “CEO” claim to
be unavailable to verify the request or asked you not to try to reach them? Chances are, this is a scam. Scammers will use compromised email
accounts to identify when someone is out of the office and use the opportunity to request a fraudulent wire. Or, they may spoof an email account to
convince you that access to their corporate email account is currently not possible. Always verify this type of request through alternate means.
LAW ENFORCEMENT / ARREST THREAT:
Has the Texas Rangers, DEA, FBI, or other agency called to allege you are part of a criminal investigation? Did the caller request you immediately
send a wire or money cards in order to prevent your arrest? Did the caller threaten immediate arrest if you do not pay up? This call can be very
convincing and intimidating but it is a scam. Report this call to the local law enforcement and to get help in verifying the source of the call.
CHECK OVERPAYMENT SCAM:
During a transaction from an online auction or classified ad, the fraudulent buyer will pay the seller with a non-cash payment for more than the actual
amount of the item. The scammer will then ask the victim to deposit the check and wire the difference back to the buyer. However, the check will
ultimately be found to be fake and the seller will be out not only a returned item fee, but also whatever cash they forwarded to the supposed buyer.
Ask the teller to verify the check before you deposit it in your account.
LAST MINUTE PAYMENT CHANGE:
Are you involved in a purchase that is being conducted over email? If the payment plans have changed at the last minute, chances are one of the
involved email accounts has been hacked. Typically, the request changes from a cashier’s check to a wire, it is requested at the last minute and just
before the bank closes. These are some of the indications the request may not be legitimate. Contact your broker, real estate agent, other bank or
other parties by an alternate means, such as a phone call, to verify the request. Once money is sent over a wire, it is almost impossible to retrieve.
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